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Here’s what you can expect 
from this handbook:
This handbook is intended to be a launching point from which 
your IT environment can improve as your business grows. No 
matter what business you are a part of, these principles will 
undoubtedly apply to you and your organization.

The information and stories here will give you a strong overview of 
the ins and outs of cyberthreats, cybersecurity, and how to protect 
your business. We don’t want to stump you with confusing jargon 
or leave you to figure things out on your own. Rather, we hope our 
non-traditional approach to a complex issue will clear confusion 
and help your company thrive.

From one group of business owners to another, we know how 
valuable your company is, not just to you, but to your employees, 
your customers, and the world. Our goal is to help you protect it. 

The EVAN360 Team
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How It All Started
Hacking as we know it today is a relatively new 
phenomenon, but the motivations behind it are nothing 
new. Criminals have been driven by the desire for personal 
gain long before the first computer was invented. Now, it’s 
easier than ever to be the victim of such a crime by simply 
opening your laptop.

The cyber world is a bit of an enigma. A brief historical 
timeline on the following page will give you a 30,000-foot 
view of hacking, cyberthreats, and how they became what 
they are today. 

Understanding
Hacking & 
Cyberthreats
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Why Cyberthreats 
Matter
Hackers are constantly finding new ways to expose your 
IT environment. Most cybercriminals are privy to common 
vulnerabilities within your business. So unless your entire 
company functions with typewriters and telegrams, you are 
a target for cyberattacks. All hackers need is a motive, the 
means, and the opportunity to attack for your company to 
be at risk. Securing your IT environment is invaluable to the 
future success of your business.

There’s a tendency to generalize cyberattacks without 
knowing what they actually entail, leaving us numb to 
the term. This makes all cyberattacks seem like nebulous 
boogeymen while there are, in fact, many different types. 
Becoming educated and taking these threats seriously is 
the first step in protecting your growing business.

1970s
Computer aficionado John 

Draper uses a 2600Hz 
toy whistle to open a 

telephone line and make 
free long-distance calls.

Draper’s discovery is used 
to make devices that helped 

others hack the phone 
system. The culprits? Steve 

Wozniak and Steve Jobs who 
co-found Apple in 1977.

Experimenters 
begin testing early 
forms of harmless 
computer viruses.

1980s
The first in-the-wild virus, The 
Morris Worm, wreaks havok 
on the internet and infects 
6,000 computers. Viruses 

begin to spread via internet 
and floppy disk.

In one of the first major 
hacking cases, the FBI 

discovers six teenagers 
who broke into 60+ 
computer networks.

Magazines 2600: The 
Hacker Quarterly and 

Phrak are published and 
provide underground 
hacking information.

Congress passes the 
Computer Fraud and Abuse 
Act, a cybersecurity bill that 

prohibits unauthorized 
access to computers.

1990s
As technology advances, 

hackers employ new 
tactics and target the 

U.S. government, NASA, 
popular internet sites, major 

companies, and more.

The World Wide Web 
becomes publicly 

available and email 
becomes widely used.

As viruses become 
widespread, 

advancements are made 
in antivirus software.

Famous hacker Kevin Mitnick 
is arrested after years of 
illegal activity, including 

copying software, hacking 
networks, and stealing credit 

card numbers.

Small businesses 
and startups become 
surprisingly popular 
targets for hackers.

Cyberthreats reach an 
all-time high and only 

continue growing.

Infamous attacks on 
organizations such as 

JPMorgan Chase, Equifax, 
Ashley Madison, eBay, and 
Facebook capture media 

attention.

The internet, social media, 
video games, apps, and 
digital communication 

provide new opportunities 
for hackers.

2000s - today

6
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Pharming
The installation of 

malicious code that 
redirects unsuspecting 
users to a fake website

Phishing
Attempts to gather 

personal information 
via email by posing as a 

trusted third party

Malware
Malicious computer 

viruses introduced through 
email attachments and 

downloads $
Ransomware

Malicious software 
that denies access to a 

computer system or data 
until a ransom is paid

Man in the middle (MITM)
An impersonater who 

attempts to intercept data 
flowing between two parties

A Phishing Attack
An industrial services product distributor received 
an email that an alleged supplier’s bank account had 
changed. The same email also said a critical invoice was 
overdue and the company would not receive supplies 
until the payment was processed. A new accountant 
quickly changed the bank information and submitted the 
overdue invoice. Initial payment for $54,000 was sent and 
supplies continued to be received. 

Several weeks later, a supplier called the company about 
multiple unreceived payments. Accounting provided proof 
that invoices totaling more than $600,000 were paid to 
the supplier’s new bank account. Come to find out, the 
supplier never changed accounts. The company had been 
sending money to a fraudulent bank account in Europe 
where it could not be recovered.

The new accountant fell for a phishing attack through a 
spoofed email address and failed to confirm the new bank 
information with the supplier. Posters now adorn the 
walls of the accounting department, saying, “Don’t be a 
phool, don’t get phished.”

Types of Cyberthreats

8
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Cyberthreats 
& Your Growing
Business

Why Growing Businesses 
Are at Risk
Though cyberattacks on large companies are more likely to 
make headlines, growing businesses are increasingly easy 
targets. That’s because they are notoriously under-resourced 
when it comes to cybersecurity. Growing companies faced 
with limited financial flexibility often consider IT support too 
costly. Cybersecurity is also a low priority among business 
owners who are primarily focused on growing their brand 
and turning a profit. 

With such an easy-in, hackers can extort thousands of dollars 
using seemingly inconsequential customer and employee 
data. While you may think your growing business isn’t at risk, 
one cyberattack could cost you everything.
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“You’d never leave your 
house unlocked while on 
vacation. You’d never pin 
your social security card 
to your shirt. Why treat 
your computer habits 

differently?”
Todd Boutte

President of Operations, EVAN360

Consequences of an Attack
Data loss
Data of any kind can be stolen 
for a ransom payment, deleted 
forever, and put your customers 
and employees at risk

Financial loss
Compromised personal or 
company bank information can be 
a devastating setback.

Viruses and malware
These are easy to avoid if you know 
what potential threats to watch 
out for. If you don’t, they can take 
valuable time and money to fix.

Identity theft
Sharing personal information 
without caution via email, internet, 
text, or phone call is never wise

Time-consuming cleanup
Cleaning up in the aftermath of 
an attack can take time you can’t 
afford to lose.

Loss of stakeholder trust
Investors, customers, clients, and 
team members are key to growing 
businesses, and you don’t want 
to lose them or put their 
information at risk.

Bankruptcy
In extreme cases, an attack can 
cause so much financial damage 
that the only option for some 
businesses is to declare bankruptcy.

12
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In 2000, Chinese hackers began a nine-year hacking 
assault on telecommunications giant, Nortel. Hackers 
used remote access and automated software to 
generate a large number of password guesses to 
eventually break the credentials of seven executive team 
members. They successfully obtained critical reports, 
research and development materials, employee emails, 
and strategic information. 

How did hackers accomplish this? Nortel’s top executives 
neglected to secure their network. Eventually declaring 
bankruptcy in 2009, Nortel disintegrated as Chinese 
telecommunications company, Huawei, grew. Some 
speculated that Huawei rose at Nortel’s expense. Nortel’s 
downfall shines light on the devastating consequences 
of a cyberattack. 

An Attack Leading 
to Bankruptcy

Defining 
Cybersecurity
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Why Does Cybersecurity 
Matter?
You can probably sufficiently answer this question on your own 
using a little common sense. But we can’t stress the importance 
of cybersecurity enough. We’ll spare you the scare tactics, but 
consider why it matters for you and your growing business:

Cybersecurity protects your business and those invested. 
Whether financial investors, employees, or other stakeholders, 
you likely have a team of people dedicated to your business. By 
protecting your IT environment, you protect your people. 

Cybersecurity breeds trust. Stolen customer or employee 
information can result in a loss of trust, a loss of key 
stakeholders, a damaged reputation, or business failure.

Cybersecurity closes the door to hackers. Today, just about 
every form of communication and data storage are electronic. 
Keeping these digital channels secure will deter hackers.

Cyberattacks are a burden. Dealing with the aftermath can 
be costly, time consuming, and pull you away from day-to-day 
operations that keep your business running.

Cybersecurity matters because your business matters. 
A secure IT environment plays a major role in the continued 
growth of your business.

16

cybersecurity
[noun]
cy· ber· se· cu· ri· ty

1. Measures taken to protect against criminal or unauthorized attack 
on a computer system or use of electronic data

2. The most vital yet overlooked part of your growing business
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History of Cybersecurity
The development of computer worms and viruses had 
a large impact on early cybersecurity efforts. In the 
1970s, curiosity led to the first computer worm known as 
The Creeper, which was nothing more than a harmless 
experiment. It was combated by The Reaper, a program 
that traveled through computers, replicated itself, 
and removed The Creeper from the system. This early 
“antivirus” program seems primitive, huh?

In the 1980s, cyberthreats increased as technology 
advanced. Robert Morris created one of the first internet 
worms, infecting 6,000 computers and causing major 
damage. From then on, cyberthreats became more and 
more harmful, demanding a combatant.

One of the first antivirus software programs was invented 
by John McAfee, and shortly after, a slew of antivirus 
protection programs were developed. Norton, AVG, 
ESET—you’ve probably used software like this in days of 
computers past. Today, they’re not quite as common or 
effective as they once were.

Data Stolen for Ransom
A small CPA firm recently received an email from an 
anonymous hacker informing them their server data was 
deleted. In order to get it back, they would have to pay a 
$30,000 ransom. They had a practice of only backing up 
their data once a week, so they lost a week’s worth of data 
during their busiest time of year—tax season. Failing to 
consistently back up data to the cloud cost them time and 
money they couldn’t afford to waste. They contacted the 
proper authorities, but the hacker was never identified. 
They eventually retrieved their data, but only at a 
$30,000 price. 

Growing companies all over the world profess similar 
stories, unfortunately learning the hard way why 
cybersecurity is so important.
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The Truth About 
Cybersecurity Software

The antivirus and malware protection software industry 
is undergoing some pretty big changes. Software like 
McAfee, Norton, and AVG hit their peak in the 2000s, but 
in 2019, there’s a new kid on the block: your operating 
system. Operating systems like Windows and macOS do an 
excellent job of providing the security you need. You don’t 
need to spend thousands on extraneous software your 
operating system already has. 

More importantly, no software or security measure is 
as strong as you, the user. Your own actions, what you 
do or don’t click on, and how educated you are about 
cyberthreats have the biggest impact on the safety of 
your IT environment. You, not technology, decide what 
you download, click, open, and respond to. If you or your 
people don’t take security seriously, even the strongest 
software won’t stand a chance.

What Companies Sell vs. What Really Works

“The root of all cybersecurity 
breaches might surprise you. 

It has nothing to do with 
technology—it’s people.”

Peter Purcell
Technology Strategist, Trenegy

21
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Launching a 
Cybersecurity 
Strategy for 
Your Business

Thinking like a Hacker
A first step in protecting your growing business is 
understanding how a hacker thinks. For a cybercriminal to 
follow through with malicious activity, like any criminal, they 
must have a motive. Perhaps they foresee financial gain. 
Maybe they have political differences or an aversion to your 
business. They also must have a means of committing the 
crime—how are they going to do it? Do they have the intel 
and resources to hack into your system? Finally, they must 
have the opportunity—an open door—to execute their plan. 

Learn how to limit a criminal’s means and close the door to 
opportunity on the following page.
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If a competitor received any data, would 
it hurt your business (e.g. trade secrets, 
employee or customer info, secret recipes, 
HIPA, etc.)?

If critical data was stolen, would you be 
able to recreate it (e.g. personal income tax 
information for a CPA firm)?

What systems are critical to keep your 
business running? (e.g. cash registers, 
website for an online store, thermostats for 
a meat packaging company, etc.)?

Consider a criminal’s motives 
and do a risk assessment:

What are public access points (wireless 
routers, cameras for a bank, internet of 
things, etc.)?

Do you have hardware that is not secured or 
locked when you’re away from the building? 
Think: If there was a fire, what would happen?

Determine means through 
which you could be hacked:

When are you on vacation? Do you post 
vacation photos on Facebook?

When the offices are closed, do you need 
software to monitor your computers, or 
should you shut down the network?

During busy times with high customer traffic, 
should you buy monitoring software? 

Identify opportunities for 
malicious activity:

How to Protect Data
Cybersecurity is not just an IT issue. It’s a business issue on 
which your people have the most impact. You must remain 
proactive in securing information, and 90% of your efforts 
should center on training and education. The root cause of all 
security breaches is human error. So yes, utilize technology, 
but don’t forget people are the most important part.

Set the tone at the top. Business owners are responsible for 
setting the company culture. Owners who take cybersecurity 
seriously will influence their employees to 
do the same.

Make cybersecurity part of the workplace conversation. 
Discuss cybersecurity measures regularly and make 
employees aware of the dangers. Create a best practices 
document with instructions for changing passwords every 
90 days, updating antivirus software, downloading third 
party apps, etc.

Understand and limit access to data. Know which 
employees have access to workstations and keep this 
information up to date. Expired accounts are targets for 
hackers. Additionally, minimize threats by limiting access to 
only those who need it.

24
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A Security Breach 
from Within
The IT department at investment banking company 
Morgan Stanley is well known for implementing world-
class cybersecurity protection. Yet in a recent security 
breach, data from more than 350,000 customers was 
stolen—by an employee. The SEC found Morgan Stanley 
responsible, citing a failure to employ “written policies 
and procedures that are reasonably designed to protect 
customer data.” Limiting access to data and creating 
a cybersecurity-focused culture is essential. Firewalls, 
system updates, secure connections, and spam filters 
are standard, but they cannot address what’s most 
important: people. 

Advice for Your People
Never click on links in emails. Phishing emails are 
incredibly successful at impersonating sites you trust, and 
they appear much more legitimate than in the past. Visit 
the source website of the email before proceeding with the 
requested action.

Don’t open the door to strangers. Learn to recognize 
suspicious activity and hackers’ tactics, and always be on the 
lookout. If something seems strange, it’s best to avoid it or 
ask a professional for advice.

Watch out for any request for personal information. 
Never share bank account numbers, Social Security numbers, 
credit card numbers, and birthdates via email or over the 
phone. When making online purchases, make sure you see 
“https” (s for secure) and a lock symbol in the address bar. 
Otherwise, your information won’t be encrypted.

Be wise about what you download. Before you install 
updates, software, plug-ins, or add-ons directly from your 
browser, make sure the source is legitimate and trustworthy. 
If you are unsure, always visit the manufacturer’s website or a 
trusted app store before installation.
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Utilizing Technology
Secure your network
• Set a strong administrator password that includes symbols, 

numbers, and upper and lower case letters.
• Update your router’s firmware—the operating system of the 

router by which manufacturers deploy security solutions.
• Disable remote management. If a business case requires 

remote monitoring, use complex usernames and 
passwords.

Protect passwords
• Change default passwords.
• Use password protected Excel documents to track 

usernames and passwords. The current version of Excel has 
strong encryption that’s almost impossible to break. Make 
sure access to the file is protected by a strong password.

• Use a password manager like Dashlane, Keeper, or 
LastPass. Use a strong password to access the chosen 
manager. Many of these managers will create strong 
passwords for users that are almost impossible to break.

Update software
Hackers target older software due to unpatched vulnerabilities 
and limited manufacturer support. Stay up to date with 
recent releases of your operating systems, web browser, and 
antivirus software.

Store data or back up in the cloud
Backing up data can be intimidating, but it’s important to 
safely store it. We recommend two cloud-based, easy-to-
use options: Dropbox and OneDrive.

Use antivirus software
There are many products out there, but we recommend 
Windows Defender. We have found it to provide the 
easiest, fastest, and most secure protection against viruses 
and malware, and it’s free with Windows 10.

Inventory and protect all networked devices
A company can be in a vulnerable position when business 
users default their personal devices to the least secure 
settings. Publish company policies about what to do if a 
personal device is stolen or at risk and address them in 
employee onboarding. Educate employees about how a 
hack on their device could put their company in danger.
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Avoiding Scare Tactics
Scare tactics are employed by cybersecurity consulting 
firms to sell services. Typically, a business owner will 
receive a call from a cybersecurity firm, saying, “A federal 
agency has noted suspicious activity within your computing 
environment and asked us to contact you to address the 
issue.” Out of fear, companies will often bring in the firm 
and open the checkbook. 

While local and federal authorities are working hard 
to establish a single point of contact for reporting 
cyberattacks, it leaves the door wide open to unscrupulous 
third-party firms.

The FBI and Department of Homeland Security are 
chartered with addressing cyberthreats to businesses 
and individuals within the U.S. They are also responsible 
for reporting suspicious cyber activity at a company. If 
a business owner is contacted by anyone other than 
an agent from the FBI or DHS, they are likely targets of 
improper sales tactics. Federal agencies do work with third-
party consulting firms, but in general, these firms aren’t 
the notifying party. If contacted by a third party, ask for the 
agent who requested the notification. If none is provided, 
contact the local FBI or DHS office immediately to confirm. 

“The most effective 
cybersecurity software 
solution lies between 

employees’ ears.”
Matias Fefer

VP of IT, Forum Energy Technologies

30
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Scare Tactics at Play
The CFO of a services company received a call from 
a cybersecurity consulting firm claiming the NSA had 
identified suspicious activity within the company’s 
network. Supposedly, massive amounts of data were being 
transferred to a server overseas, and the NSA wanted the 
firm to work with the company to determine what was 
happening. The CFO brought in the firm, which 
determined no data was being transferred, but other 
security concerns existed. 

After working with the firm for a few months, the CFO 
became suspicious of the notification process and contacted 
the local Department of Homeland Security office. No initial 
concern letter from the NSA could be found. The CFO 
confronted the consulting company with this information 
and quickly determined there was no report from the 
NSA at all. It was nothing more than an attempt from a 
cybersecurity consulting firm to make money.

What to Do If You’ve 
Been Hacked
• Don’t panic.
• Don’t attempt to do anything unless you know what 

you’re doing.
• Don’t respond to a hacker’s attempt to extort money.
• If you have an IT professional, call them to assess what 

has happened and find out the best way to move 
forward.

If data has been stolen:

• Report the situation to your local police department, 
local FBI office, or local U.S. Secret Service office.

• Don’t destroy forensic evidence.
• If necessary, notify customers or employees from 

whom personal information was stolen so they can 
take proper precautions.

• Contact your financial institution if bank account 
information was stolen.
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Air gap – A security measure that 
isolates a computer—physically and 
electronically—from external networks. 
Connections are not automated, and 
data can only be transferred manually, 
via USB, for example.

Authentication – The process of 
verifying one’s identity when accessing a 
computer or online service

Blacklist – A list of entities—usernames 
or IP addresses, for example—that are 
blocked or denied access to a system

Bot/botnet – A computer connected 
to the internet that is maliciously 
compromised to perform activities under 
a remote administrator’s control

Bring your own device (BYOD) – The 
authorized use of personally owned 
mobile devices, like smartphones or 
tablets, in the workplace

Brute-force attack – Entering various 
combinations of usernames and 
passwords repeatedly until access 
is granted

Cyberattack – Any attempt to gain 
unauthorized access to data or a 
computer system and perform 
malicious activity

Cybercriminals – Criminals who use 
technology to steal sensitive personal or 
company information, damage networks 
or systems, and/or generate a profit

Glossary
Definitions of overcomplicated IT jargon

Cybersecurity – Measures taken to 
protect against criminal or unauthorized 
attack on a computer system or use of 
electronic data

Cyberthreat – A threat to data or a 
computer system that is intended to 
take advantage of vulnerabilities and 
cause harm

Demilitarized zone (DMZ) – A 
subnetwork between a trusted internal 
network and an untrusted external 
network (e.g. internet)

Denial of service (DoS) attack – 
Hackers’ attempts to prevent legitimate 
users from accessing a system, device, 
or service

Encryption – The process of converting 
data into code to protect it from 
unauthorized access

Firewalls – Hardware or software 
that prevents unauthorized access to 
a computer or network from another 
computer or network

Internet of things (IoT) – The network of 
devices, or everyday objects, around the 
world that are connected to the internet

IP address – A identification number 
assigned to a device that allows one 
computer to communicate with another 
via the internet

Malware – Malicious computer viruses 
introduced through email attachments 
and downloads
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Man in the middle (MITM) – An 
impersonater who attempts to intercept 
data flowing between two parties

Monitoring software – Surveillance 
software that records all incoming 
and outgoing network traffic, user 
interactions, and various other activities

Penetration testing – Testing that 
mimics real-world cyberattacks to analyze 
IT environments and find vulnerabilities

Pharming – The installation of malicious 
code that redirects unsuspecting users 
to a fake website

Phishing – Attempts to gather personal 
information via email by posing as a 
trusted third party

Proxy server – A server that acts as a 
gateway between local computers and 
larger networks (e.g. internet). These 
servers can increase security and 
performance.

Ransomware – Malicious software that 
denies access to a computer system or 
data until a ransom is paid

Remote monitoring – Supervising 
network devices, desktops, and mobile 
devices by using a program accessible to 
a remote administrator

Screen scraper – A virus or device that 
captures and steals information from a 
visual display

Spam filter – A filter that detects 
unwanted email and prevents such 
messages from reaching an inbox

Spoofed email – A forged email header 
that gives the appearance of a legitimate 
sender

Spyware – Malware that sends a user’s 
activity to an external party without 
consent

Trojan horse – A computer program that 
appears to have a useful function but has 
hidden malicious intent

Two-factor authentication – Verifying a 
user’s identity through two independent 
means—for example, requiring a user’s 
password and a pin number sent to their 
mobile phone

Virtual private network (VPN) – 
A technology that provides users 
a secure connection across public 
networks, encrypting data and blocking 
access to private data

Virus – Malicious, self-replicating 
malware that is loaded on a computer 
and run without the user’s knowledge

Worm – Malware that replicates and 
spreads itself across computers

Stay up to date with 
the latest cybersecurity 

updates here.

https://www.evan360.com/tag/security/
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