
®

EVAN
Cybersecurity 
Handbook
1st Edition | January 2019



Here’s what you can expect 
from this handbook:
This handbook is intended to be a launching point from which 
your IT environment can improve as your business grows. No 
matter what business you are a part of, these principles will 
undoubtedly apply to you and your organization.

The information and stories here will give you a strong overview of 
the ins and outs of cyberthreats, cybersecurity, and how to protect 
your business. We don’t want to stump you with confusing jargon 
or leave you to figure things out on your own. Rather, we hope our 
non-traditional approach to a complex issue will clear confusion 
and help your company thrive.

From one group of business owners to another, we know how 
valuable your company is, not just to you, but to your employees, 
your customers, and the world. Our goal is to help you protect it. 

The Team at EVAN
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How It All Started
Hacking as we know it today is a relatively new 
phenomenon, but the motivations behind it are nothing 
new. Criminals have been driven by the desire for personal 
gain long before the first computer was invented. Now, it’s 
easier than ever to be the victim of such a crime by simply 
opening your laptop.

The cyber world is a bit of an enigma. A brief historical 
timeline on the following page will give you a 30,000-foot 
view of hacking, cyberthreats, and how they became what 
they are today. 



1970s
Computer aficionado John 

Draper uses a 2600Hz 
toy whistle to open a 

telephone line and make 
free long-distance calls.

Draper’s discovery is used 
to make devices that helped 

others hack the phone 
system. The culprits? Steve 

Wozniak and Steve Jobs who 
co-found Apple in 1977.

Experimenters 
begin testing early 
forms of harmless 
computer viruses.

1980s
The first in-the-wild virus, The 
Morris Worm, wreaks havok 
on the internet and infects 
6,000 computers. Viruses 

begin to spread via internet 
and floppy disk.

In one of the first major 
hacking cases, the FBI 

discovers six teenagers 
who broke into 60+ 
computer networks.

Magazines 2600: The 
Hacker Quarterly and 

Phrak are published and 
provide underground 
hacking information.

Congress passes the 
Computer Fraud and Abuse 
Act, a cybersecurity bill that 

prohibits unauthorized 
access to computers.

1990s
As technology advances, 

hackers employ new 
tactics and target the 

U.S. government, NASA, 
popular internet sites, major 

companies, and more.

The World Wide Web 
becomes publicly 

available and email 
becomes widely used.

As viruses become 
widespread, 

advancements are made 
in antivirus software.

Famous hacker Kevin Mitnick 
is arrested after years of 
illegal activity, including 

copying software, hacking 
networks, and stealing credit 

card numbers.

Small businesses 
and startups become 
surprisingly popular 
targets for hackers.

Cyberthreats reach an 
all-time high and only 

continue growing.

Infamous attacks on 
organizations such as 

JPMorgan Chase, Equifax, 
Ashley Madison, eBay, and 
Facebook capture media 

attention.

The internet, social media, 
video games, apps, and 
digital communication 

provide new opportunities 
for hackers.

2000s - today

6



7

Why Cyberthreats 
Matter
Hackers are constantly finding new ways to expose your 
IT environment. Most cybercriminals are privy to common 
vulnerabilities within your business. So unless your entire 
company functions with typewriters and telegrams, you are 
a target for cyberattacks. All hackers need is a motive, the 
means, and the opportunity to attack for your company to 
be at risk. Securing your IT environment is invaluable to the 
future success of your business.

There’s a tendency to generalize cyberattacks without 
knowing what they actually entail, leaving us numb to 
the term. This makes all cyberattacks seem like nebulous 
boogeymen while there are, in fact, many different types. 
Becoming educated and taking these threats seriously is 
the first step in protecting your growing business.
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Pharming
The installation of 

malicious code that 
redirects unsuspecting 
users to a fake website

Phishing
Attempts to gather 

personal information 
via email by posing as a 

trusted third party

Malware
Malicious computer 

viruses introduced through 
email attachments and 

downloads $
Ransomware

Malicious software 
that denies access to a 

computer system or data 
until a ransom is paid

Man in the middle (MITM)
An impersonater who 

attempts to intercept data 
flowing between two parties

Types of Cyberthreats
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A Phishing Attack
An industrial services product distributor received 
an email that an alleged supplier’s bank account had 
changed. The same email also said a critical invoice was 
overdue and the company would not receive supplies 
until the payment was processed. A new accountant 
quickly changed the bank information and submitted the 
overdue invoice. Initial payment for $54,000 was sent and 
supplies continued to be received. 

Several weeks later, a supplier called the company about 
multiple unreceived payments. Accounting provided proof 
that invoices totaling more than $600,000 were paid to 
the supplier’s new bank account. Come to find out, the 
supplier never changed accounts. The company had been 
sending money to a fraudulent bank account in Europe 
where it could not be recovered.

The new accountant fell for a phishing attack through a 
spoofed email address and failed to confirm the new bank 
information with the supplier. Posters now adorn the 
walls of the accounting department, saying, “Don’t be a 
phool, don’t get phished.”


